
CHECKLIST FOR REVIEWING OF SYSTEM SECURITY PLANS 

Rail Fixed Guideway System: RTD 

Reviewer: Jantzen I Dale: 11-27-06 

659.X CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 

Ref. PUC -- RULE # Sect Does the plan contain or Yes No (SECTION) 

provide for: 
2] ( ) 1344 ( ) The Introduction section of 

Int ction the SSP shall oontain the 
following: 
A policy statement supporting Inside 

• \7 3 1J 4 : I ( : the SSP from the General cover 
Manager/Executive Director of xx 
the transit agency. 

7 34 4 (a) (II) A statement of the legal xx (1.1) 
authority for the SSP. 

7 34 4 (El) (III) A description of the purpose xx (1. 2) 
and scope of the SSP. (1. 3) 

"I 3 4 !) ( ) ( IV) A clear definition of the xx (1. 4) 
goals and objectives of the (1. 5) 
SSP. 

7344 : 
\ ) !V) A statement of management xx (1. 6) 

responsibilities to ensure 
the goals and ectives of 
the SSP are achieved. 

7 34 4 (a) (VI) ifications of policies in xx ( 4. 0) 
place to support 
implementation of the 
security portions of the SSP 
and a description of the 
specific activities required 
to implement the system 
security program including: 
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659 I CHECKLIST ITEM 
ISSP I SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 

I Ref. PUC· RULE JI Sect. Does the olan contain or provide for: Yes I No !SECTION) 

7344 (a) Tasks to be performed by the xx 
(VI) (A) rai.1 transit security ( 1. 7) 

function, by position and Tab.le 2 6 
management accountability, 
""'""""'·'"•i fied in matrices and. 
narrative format. 

134 4 ( ) Security-related tasks to be xx ( 3. 0) 
(VI) I 3) performed by other rail Table 2-7 

transit departments, by 
position and management 
accountability, specified in 
matrices and narrative 
format. 

!7344 ( ! (VII) Identification of the xx (1. 8) 

procedures for controlling ( 4. 2) 
updates and modifications to ( 4. 1 J 
the SSP including 
specification of an annual 
assessment of whether the SSP 
should be updated and a 
requirement of coordination 
with the Commission, 
including timeframes for 
submission, revision, and 
approval. 

7344 (bl The system security 
System ecurity rtment activities of the 

rtrnent transit agency section of the 
Activi.ties of. SSP shall contain the 
the Transit following: 
Aqency 

2 3 (b) 7 3 4 1l (bl (I) A description of the transit (2. 1 J 
agency's process for xx ( 2. 2 J 
identifyinq and manaqinq Table 2 l 
threats and vulnerabilities, through 
both proactive and reactive, Table 2 5 
during operations, and for 
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659 CHECKLIST ITEM SSP SSP REQUIREMENTS 
Ret PUC- RULE# Sect. Does the plan contain or provide for: 

major projects, extensions, 
now vehicles and equipment 
includ integration with 

7344 (b) (I) the safety certification 
process. Such process must 
include the process for 
assessment and resolution of 
the threats and 
vulnerabilities identified. 

23( ) 7344 (b) (II) Identification of controls in 
place that address the 
personal security of 
passengers and employees. 

:23(d) 7 34 4 (b) I I II) Documentation of the transit 
agency's process for 
conductin9 internal security 
reviews to evaluate 
compliance and measure the 
effectiveness of the SSP. 

23( ) 7344 (b) (IV) Documentation of the transit 
agency's process fer making 
its SSP and accompanying 
procedures available to the 
Commission for review and 
approval. 

7344 (b) (V) Emergency response training, 
coordination and management 
both internal and external. 

7344 (b) (VI) A process for the collection 
and analysis of security 
data. 

IN PLAN 
Yes No 

PAGE or 
(SECTION 

Poge3 

COMMENTS 

xx 

xx 

(2 .1) 
(2. 2) 

Table 2-1 
through 
Table 2 5 

(2. 2) 

xx ( 5 .1) 

xx (5. l) 

xx (2. 5) 

xx (2. 6) 
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659 
Ref. 

CHECKLIST ITEM 
F'UC RULE II 

SSP 
Sect, 

7 3 4 41 ( ) 

:3ec::uri.ty-
·ce J ted 

t.ivit:Les 
he 

rtments 
th0:-:: t sit 
aqemcy 
7344 IC\ I I)\ ··"! \ 

f 

of 

7 J 4 4 (c) (III 

'/ 3 4 4 (d) 
~lystern .:)ecurity 
Plan 

li:;;rnent: t~ion 
nd i\1la.i tenance 

"7 :l'"' "f J (d) (II 

/344 (d) (II (A) 

revision dote 03/30/2006 

SSP REQUIREMENTS 
Does the plan contain or provide for: 

The security-related 
activities of other 
departments section of the 
SSP shall contain the 
following: 

Security related activities 
of other departments of the 
transit agency. 

A matrix of security related 
tasks that shows department 
responsibility. 

The system security plan 
implementation and 
maintenance section of the 
SSP shall contain the 
followinq: 

Program schedule for 
implementation and 
maintenance of the SSP which 
shall contain the followinq: 

Specified time intervals 
between SSP reviews to 
determine whether or not the 
SSP needs to be revised 
because of changed operating 
conditions and/or system 
modifications. 

Page 4 

IN PLAN PAGE or COMMENTS 
Yes I No SECTION 

xx 

xx 

(3. 1 I 

Table 3-1 

xx (4. 1) 
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659 I CHECKUST ITEM 
Ref. PUC. RULE ff 

SSP
I Sect. 

I SSP REQUIREMENTS 
Does the plan contain or provide for: 

IN PLAN 
Yes I No 

PAGE or 
(SECTION) 

COMMENTS 

7.34 4 (cl) (I) (E3) A detailed description of the xx ( 4. 2) 
SSP revision process 
including the identification 
of the persons responsible 
for initiating, deve1oping, 
and approving changes to the 
SSP. 

13 4 4 ( cl) (II (C) A statement that the xx (1.8) 
Commission will be notified ( 4. 2) 
of all changes to the SSP and 
supplied with a copy of all 
revised pages. 

7344 (d) (II) A description of the precess xx (1.8) 
and procedure for conducting ( 4. 1) 
planned and scheduled ( 4. 2) 
internal security reviews to 
evaluate compliance with the 
SSP and comply with rule 7349 
including the review and 
modification of the SSP based 
upon audit results. This 

re shall include the 
following: 

7344 (d) ( IT) (A) Identification of departments xx ( 5 .1) Paraqraph 1 
and functions subject to "All 
review. departments" 

7 34 4 (d) (II) (B) The transit aqency's schedule xx ( 4. 2) 
for conductinq internal (5. 1) 
review.s and the 
responsibility for scheduling 
suc::h reviews. 

7J44 (cl) (II) (CJ A description of the process xx ( 5. 1) 
for conducting reviews, 
includinq the development of 
written checklists and 
procedures and the issuing of 
findings. 
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659 CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 

Ref. PUC RULE II Sect. Does the p_lan contain or provide for: Yes No {SECTION 

7 34 ,1 (d) (II) ( D) Written documentation of the xx ( 5 .1) 
process and procedures of 
issuing audit findings 
including an evaluation of 
the adequacy and 
effectiveness of the SSP. 

I 34 ,1 1 ,1 i
\ '- 1 

I TI)
\ ~. 

1 E:·1
\ A process for the review of xx (5. 1) 

reporting reqnirements. 

7344 (d) (II) ( Fi A process for tracking the xx (5. 1) 
status of implemented 
recommendations. 

7 3 •14 (d) (I.I.) (G) A requirement for an annual xx (5. 1) 
audit report, a copy of which 
must be submitted to the 
Commission by February 15 
each year, which summarizes 
the results of the internal 
audits performed during the 

ous year, including a 
summary of required 
corrective actions taken, if 
any, and provision for follow 
up to ensure timely 
implementation and to 
determine effectiveness. 

7 :.) 4 4 (di (II) (H) Coordination with the xx (5. 1) 
Commission. 

134 4 ' ' I' The system security plan 
Sys tern Se cur i t.y verification section of the 
P1i3.n SSP shall contain the 
·v·•r' f' ,(~.. J. ··' •·,,LCdl..L,__ ,fc following: 
7344 ( I ( I ) A process to ensure that the xx (6. 1) 

design and construction of ( 6. 2) 
new systems and/or extensions 
comply with the SSP. 

cJuto 0:l/:J0/2006 SSf' Review Ii /27 /06 

A
ttachm

ent
D

ocket N
o. 06A

-551R
D

ecision N
o. C

06-1457
Page 6 of 7



659 CHECKLIST ITEM SSP 
Ref. PUC- ii Sect. 

7344 I I I II) 

If'\7344 I - / 

cur.ity a t.s 
anci re\T.iew of 

C'the ,) p 

Page 7 

SSP REQUIREMENTS 
Does the plan contain or provide for: 

IN PLAN 
Yes I No 

PAGE or 
SECllON} 

COMMENTS 

A process to ensure 
compliance of existing 

ing systems with 
SSP. 

the 

xx (6. 2) 

A process to ensure that 
security audits and review of 
the SSP are conducted 
including consideration of 
security s of 
occupational safety and 
health, fire protection, 
safety training, and safety 
information and reporting. 

xx (5. 1) 
( 4. 2) 

Covered 
"Al.1"'? 

by 
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