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659.X 
Ref. 

CHECKLIST ITEM 
PUC - RULE # 

SSP 
Sect. 

SSP REQUIREMENTS 
Does the plan contain or 
provide for: 

IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Yes No 

2 3 (a) 7344 (a) 
Introduction 

The I ntroduction sect ion of 
t he SSP s hal l contain the 
f o l lowing : 

7344 (a) ( I ) 
A pol icy s t atement 
supporti ng t he SSP from the 
General Manager/Executi ve 
Di rect or o f the transit 
agency . 

xx Ins i de 
Cover 

7344 (a) (II) A s t a t e ment of t he l egal 
authori ty f or the SSP . xx 1. 1 

7344 (a) (I II ) A description of the 
purpose and scope of the 
SSP . 

xx 1. 2 
1. 3 

7344 (a) (IV) A clear def inition of the 
goals and ob j ect ives o f the 
SSP . 

xx 1. 4 
1.5 

7344 (a) (V) A s t a t e ment of management 
respons i b i lities to ensure 
t he goal s and obj ectives of 
t he SSP are achieved . 

xx 1. 6 
1. 7 

7344 (a) (VI) Specifi cations of pol i cies 
in p l ace to support 
implement a t ion of t he 
security por tions of t he 
SSP and a description of 
t he speci f ic ac t ivities 
requi red to i mplement the 

xx 1. 7 

Effective date: 3/ 14/2008 SSP Review 11 / 10/201 4 
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Pa ge2 

CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Sect. Does the Ian contain or rovide for: Yes No SECTION 

syst em security program 
including : 

7344 (a) 
(VI ) (A) 

Tasks to be performed by 
t he rail transit security 
f unction, by position and 
management accountability , 
specified in matrices and 
narrative forma t . 

xx 
1. 7 
2 . 0 
2 . 7 

Table 2 - 6 

7344 (a) Security- rela t ed tasks t o 
(VI ) (B) be performed by other ra i l 

transit departments , by 
position and management 
accountabi lity, specifi ed 

xx 

2 . 7 
3 . 0 
3 .1 
3 . 2 

Table 2 - 7 
Table 3 - 1 
Table 3 -2 

in matrices and narr at i ve 
f ormat . 

7344 (a) (VI I ) Identifi cat ion of t he 
p r ocedures for control l ing 
updates and modifi cat ions 
t o the SSP i nc l udi ng 
speci f i cation of an annual 
assessment o f whether the 
SSP should be upda t ed and a 
r equirement o f coordination 

xx 
1.8 
4 . 1 
4 . 2 

wi th t he Commissi on , 
including t i me f rames for 
submi ss i on, revis i on , and 
approval. 

7344 (b) The system securi ty 
Syst em Security depar t ment activities of 
Depart ment t he transit agency section 
Activities o f of the SSP s ha l l cont a i n 
t he Transit t he f ol l owing : 
Agency 

23 (b) 7344 (b) ( I ) A description o f the 
transit agency' s process 
for i dentifyi n g and 
managing thr eats and 

xx 2 .1 

Table 2 - 1 
Tab le 2 - 2 
Table 2 - 3 

Table 2-4(Rail) 
Effective date: 3/ 14/2008 SSP Review 11 / 10/201 4 
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659 CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Ref. PUC- RULE # Sect. Does the plan contain or provide for: Yes No 

7344 (b)(I) 

vulnerabilities, both
proactive and reactive,
during operations, and for
major projects, extensions,
new vehicles and equipment
including integration with
the safety certification
process. Such process must
include the process for
assessment and resolution 
of the threats and 
vulnerabilities identified. 

Table 2-5 (Bus) 

23(c) 7344 (b)(II) Identification of controls 
in place that address the
personal security of
passengers and employees. 

xx 2.2 

23(d) 7344 (b)(III) Documentation of the 
transit agency’s process
for conducting internal
security reviews to
evaluate compliance and
measure the effectiveness 
of the SSP. 

xx 2.3 
5.1 

23(e) 7344 (b)(IV) Documentation of the 
transit agency’s process
for making its SSP and
accompanying procedures
available to the Commission 
for review and approval. 

xx 

1.8 
2.4 
4.1 
4.2 
5.1 

7344 (b)(V) Emergency response
training, coordination and
management both internal
and external. 

xx 2.5 

7344 (b)(VI) A process for the
collection and analysis of
security data. 

xx 2.6 

Effective date: 3/14/2008 SSP Review 11/10/2014 
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CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Sect. Does the Ian contain or rovide for: Yes No SECTION 

7344 (C) 
Security-
re l ated 
Activit i es o f 
Other 
Depart me nts o f 
t he transit 
agency 

The security - related 
activiti es o f o t her 
depar t ments section of t he 
SSP shal l cont ain t he 
fo l lowi ng : 

7344 (c) ( I ) Secur ity r elat ed activities 
of other department s o f the 
transit agency . 

xx 3 . 0 
3 . 1 

7344 (c) ( I I) A matrix of security 
re l ated t asks that shows 
depar t ment r esponsibility . 

xx 3 . 2 Table 3 - 1 
Table 3 - 2 

7344 (d) The system security plan 
Syst em Securit y implement a tion and 
Plan mai ntenance sect ion of t he 
Implement a t ion SSP shal l cont ain t he 
and Maint enance fo l lowing : 

7344 (d) ( I ) Pr ogr am schedule f o r 
implement a t ion and 
mai ntenance of t he SSP 
whi c h shal l cont a i n t he 
fo l lowi ng : 

xx 4 . 0 

7344 (d) ( I ) (A) Specified t i me inter val s 
between SSP reviews t o 
determi ne whether o r no t 
t he SSP needs to be revised 
because o f changed 
operating conditions and/or 
syst em modifi cat ions . 

xx 4 .1 
4 . 2 

7344 (d) ( I ) (B) A detai l ed descript ion of xx 4 . 2 
Effective date: 3/ 14/2008 SSP Review 11 / 10/201 4 
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659 CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Ref. PUC- RULE # Sect. Does the plan contain or provide for: Yes No 

the SSP revision process
including the
identification of the 
persons responsible for
initiating, developing, and
approving changes to the
SSP. 

7344 (d)(I)(C) A statement that the 
Commission will be notified 
of all changes to the SSP
and supplied with a copy of
all revised pages. 

xx 1.8 
4.2 

7344 (d)(II) A description of the
process and procedure for
conducting planned and
scheduled internal security
reviews to evaluate 
compliance with the SSP and
comply with rule 7349
including the review and
modification of the SSP 
based upon audit results.
This procedure shall
include the following: 

xx 

1.8 
4.1 
4.2 
5.0 
5.1 

7344 (d)(II)(A) Identification of 
departments and functions
subject to review. xx 

1.8 
4.2 
5.1 

“All RTD 
departments”

and 
“All program
elements” 

7344 (d)(II)(B) The transit agency's
schedule for conducting
internal reviews and the 
responsibility for
scheduling such reviews. 

xx 5.1 

7344 (d)(II)(C) A description of the
process for conducting xx 5.1 

Effective date: 3/14/2008 SSP Review 11/10/2014 
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CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Sect. Does the Ian contain or rovide for: Yes No SECTION 

reviews , i nc l uding the 5 . 2 addresses 
deve l opment o f written ext ernal 
checklist s and p r ocedures security 
and the issui ng o f r eviews 
f indi ngs . 

7344 (d) ( I I) (D) Written document ation of 
t he process and procedures 
of issui ng audit f indi ngs 
including an evaluation o f 
t he adequacy and 
eff ect iveness o f the SSP . 

xx 5 . 1 

7344 (d) ( I I) (E) A process for the revi ew of 
reporting requi rement s . xx 5 . 1 

7344 (d) ( I I) (F) A process f or tracking t he 
stat us o f implement ed 
recommendations . 

xx 5 .1 

7344 (d) ( I I) (G) A requi rement for an annual 
audit r eport , a copy o f 
wh i c h must be submitt ed to 
t he Commission by Febr uar y 
15 each year, whi ch 
summarizes t he resul t s of 
t he i nte rnal audi ts 
perf orme d during the 
p r evi ous year , includi ng a 
summary o f r equir ed 
correcti ve actions taken , 
if any, and provi sion f o r 
fo l low up t o ensure t i me l y 
implement a tion and to 
determine eff ect iveness . 

xx 5 . 1 

7344 (d) ( I I) (H) Coordination with t he 
Commi ss i on . xx 5 . 1 

7344 (e) The system securi ty p l an 
Effective date: 3/ 14/2008 SSP Review 11 / 10/201 4 
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659 CHECKLIST ITEM SSP SSP REQUIREMENTS IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Ref. PUC- RULE # Sect. Does the plan contain or provide for: Yes No 

System Security
Plan 
Verification 

verification section of the 
SSP shall contain the 
following:

7344 (e)(I) A process to ensure that
the design and construction
of new systems and/or
extensions comply with the
SSP. 

xx 6.0 
6.1 

7344 (e)(II) A process to ensure
compliance of existing
operating systems with the
SSP. 

xx 6.2 

7344 

(f) A process to ensure that
Security audits security audits and review Not explicitly
and review of of the SSP are conducted stated;
the SSP including consideration of 1.8 however,

security aspects of xx 4.2 implied by
occupational safety and
health, fire protection,
safety training, and safety
information and reporting. 

5.1 including “all”
RTD departments
and programs 

Effective date: 3/14/2008 SSP Review 11/10/2014 




