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CHECKLIST FOR REVIEWING OF SYSTEM SECURITY PLANS 

Rail Fixed Guideway Syste m: RTD 

Reviewer: Fischhaber I Date: 11/2/2017 

659.X 
Ref. 

CHECKLIST ITEM 
PUC - RULE # 

SSP REQUIREMENTS 
Does the plan contai n or provi de 
for: 

IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Yes No 

2 3 (a) 7344 (a) 
Introduction 

The I ntroduction section of the 
SSP shal l contain the f o l lowing : 

7344 (a) ( I ) 
A pol icy s t a t ement supporting t he 
SSP f rom the General 
Manager/Executi ve Di rector of t he 
transit agency . 

X 
Ins i de 
Cover 

7344 (a) (II) A stat ement of t he l egal au t hori t y 
f or the SSP . X 1.1 

7344 (a) (II I ) A description of t he purpose and 
scope o f the SSP . X 

1.2 
l. 3 

7344 (a) (IV) A c l ear de f inition of t he goal s 
and objectives of the SSP . 

X 
l. 4 
l. 5 

7344 (a) (V) A stat ement of management 
responsibi l i ties t o ensure t he 
goal s and objectives o f the SSP 
are achieved . 

X 
l. 6 
l. 7 

7344 (a) (VI ) Specifications of poli cies in 
p l ace t o support implement a tion of 
t he security portions of t he SSP 
and a descript i on o f the specifi c 
activities required t o implement 
t he sys t em security program 
including : 

X l. 7 

7344 (a) 
(VI ) (A) 

Tasks t o be performed by t he rail 
transit security functi on, by 
position and management 
accountabi li t y , specified in 
matrices and narrat i ve format . 

X 
l. 7 
2 . 0 
2 . 7 

Table 2 - 6 

Effective date: l /01/ 2016 SSP Review ] 1/2/2017 
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CHECKLIST ITEM SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Does the pion contain or provide for: Yes No SECTION 

7344 (a) 
(VI ) (B) 

Securit y- re l a t ed t asks t o be 
performed by other rail transit 
depar t ments , by posit ion and 
management account ability, 
specified in ma t rices and 
narr a t ive f ormat . 

X 

2 . 7 
3 . 0 
3 . 1 
3 . 2 

Table 2 - 7 
Table 3 - 1 
Table 3 - 2 

7344 (a) (VI I ) Identification of the p r ocedures 
f or controll ing upda t es and 
modif icati ons to t he SSP incl uding 
speci fication of an annual 
assessment o f whe t her t he SSP 
shoul d be updated and a 
requi rement of coor dinat i on with 
t he Commission , incl uding 
t imef rames for submi ssion, 
revi sion , and approval . 

X 
1. 8 
4 . 1 
4 . 2 

7344 (b) The sys t em security depar t ment 
Syst em Securit y ac t ivities o f the transit agency 
Depart ment secti on o f t he SSP shal l contain 
Activit i es o f t he f ollowing : 
t he Transit 
Agency 

23(b) 7344 (b) ( I ) 
7344 (b) ( I ) 

A descr iption of t he t rans it 
agency' s process for i denti fyi ng 
and managi ng threats and 
vulnerabil i t ies , both p r oact ive 
and react i ve , dur ing operations , 
and f o r major project s , 
ext ensi ons , new vehi cles and 
equi pment incl udi ng int egration 
wi t h t he safety cer tificat ion 
p r ocess . Such p r ocess must 

X 2 . 1 

Table 2 - 1 
Table 2 - 2 
Table 2 - 3 

Table 2- 4(Rail) 
Table 2 - S(Bus) 

incl ude the p r ocess f or assessment 
and resolution of t he t hreat s and 
vulnerabil i t ies i dentified . 

Effec tive date: l /01/2016 SSP Review 11/4/2016 
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CHECKLIST ITEM SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Does the pion contain or provide for: Yes No SECTION 

23 (c) 7344 (b) ( I I) Identificat ion of cont ro l s in 
p l ace t hat address the personal 
security o f passengers and 
employees . 

X 2 . 2 

23 (d) 7344 (b) ( I II) Document a tion o f t he t ransi t 
agency' s process f or conduct ing 
int ernal security r eviews to 
evaluate compli ance and measure 
t he e f fectiveness o f the SSP . 

X 
2 . 3 
5 . 1 

23 (e) 7344 (b) ( I V) Document ation o f t he t ransi t 1. 8 
agency's process f or maki ng its 2 . 4 
SSP and accompanying procedures X 4 . 1 
avai l able t o the Commiss i on for 4 . 2 
review and approval . 5 . 1 

7344 (b) (V) Emer gency response tra ini ng, 
coordinati on and management bot h 
int ernal and ext ernal . 

X 2 . 5 

7344 (b) (VI) A p r ocess f or the collection and 
analysis o f secur ity data . X 2 . 6 

7344 ( C) 

Security-
re l ated 
Activit i es o f 
Other 
Depart ments of 
t he transit 
agency 

The security - relat ed act i vi t ies of 
o t her department s sect ion of the 
SSP shall contain the f o l lowing : 

7344 (c) ( I ) Security rel ated activiti es o f 
o t her depart ment s o f t he t ransi t 
agency . 

X 
3 . 0 
3 . 1 

7344 (c) ( I I) A matrix o f security re l a t ed tasks 
t hat shows department 
responsibi li t y . 

X 3 . 2 Table 3 - 1 
Table 3 - 2 

Effective date: l /01/2016 SSP Review 11/4/2016 
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CHECKLIST ITEM SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Does the pion contain or provide for: Yes No SECTION 

7344 (d) The sys t em securi t y p l an 
Syst em Securit y implementat ion and maintenance 
Plan secti on o f the SSP shal l contain 
Implementat ion the f ollowing : 
and Maintenance 
7344 (d) ( I ) Program schedul e for 

impl ementat ion and maintenance of 
t he SS P which shall contain the 
fol l owing : 

X 4 . 0 

7344 (d) ( I ) (A) Speci fied t ime int ervals bet ween 
SSP reviews t o de t ermine whether 
or no t t he SSP needs to be revised 
because o f changed operating 
conditions and/or system 
modif icati ons . 

X 
4 . 1 
4 . 2 

7344 (d) ( I ) (B) A detai led descr i pti on o f the SSP 
revision process including t he 
identificat ion of the persons 
responsibl e for initiat ing , 
devel oping, and approving changes 
t o the SSP. 

X 4 . 2 

7344 (d) ( I ) (C) A stat ement t ha t t he Commission 
will be no t ified of all changes t o 
t he SS P and supplied with a copy 
of a l l revised pages. 

X 
1. 8 
4 . 2 

7344 (d) ( I I) A description of t he process and 
procedure for conduct ing p l anned 
and scheduled i nternal security 
reviews to eval ua t e compl iance 
wi t h t he SSP and comply with rule 
7349 including t he review and 
modi f icati on o f the SSP based upon 
audit results . This procedure 

X 

1. 8 
4 . 1 
4 . 2 
5 . 0 
5 . 1 

shall incl ude the fol l owi ng : 

Effective date: l /01/2016 SSP Review 11/4/2016 
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659 CHECKLIST ITEM SSP REQUIREMENTS IN PLAN PAGE or 
(SECTION) 

COMMENTS 
Ref. PUC- RULE # Does the plan contain or provide for: Yes No 

7344 (d)(II)(A) Identification of departments and 
functions subject to review. X 

1.8 
4.2 
5.1 

All RTD 
Departments and

Program
Elements 

7344 (d)(II)(B) The transit agency's schedule for
conducting internal reviews and
the responsibility for scheduling
such reviews. 

X 5.1 

7344 (d)(II)(C) A description of the process for
conducting reviews, including the
development of written checklists
and procedures and the issuing of
findings. 

X 5.1 

5.2 addresses 
external 
security
reviews 

7344 (d)(II)(D) Written documentation of the 
process and procedures of issuing
audit findings including an
evaluation of the adequacy and
effectiveness of the SSP. 

X 5.1 

7344 (d)(II)(E) A process for the review of 
reporting requirements. X 5.1 

7344 (d)(II)(F) A process for tracking the status
of implemented recommendations. X 5.1 

7344 (d)(II)(G) A requirement for an annual audit
report, a copy of which must be
submitted to the Commission by
February 15 each year, which
summarizes the results of the 
internal audits performed during
the previous year, including a
summary of required corrective
actions taken, if any, and
provision for follow up to ensure
timely implementation and to
determine effectiveness. 

X 5.1 

7344 (d)(II)(H) Coordination with the Commission. X 5.1 

Effective date: 1/01/2016 SSP Review 11/4/2016 
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CHECKLIST ITEM SSP REQUIREMENTS IN PLAN PAGE or COMMENTS 
Ref. PUC- RULE # Does the pion contain or provide for: Yes No SECTION 

7344 (e) 
Syst em Securit y 
Plan 
Veri f ication 

The sys t em securi t y p l an 
verif icati on section o f the SSP 
shal l contain the followi ng : 

7344 (e) ( I ) A process to ensure t hat t he 
design and const ruction o f new 
systems and/or ext ensions comply 
wi t h t he SS P. 

X 
6 . 0 
6 . 1 

7344 (e) ( I I) A process to ensure compl iance o f 
existing operating sys t ems with 
t he SSP. 

X 6 . 2 

7344 (f) 
Security audits 
and revi ew o f 
t he SSP 

A p r ocess t o ensure t hat security 
audits and revi ew o f t he SSP are 
conduct ed incl uding cons i deration 
of security aspect s of 
occupational sa f e t y and health, 
f i re prot ect ion, saf e t y traini ng, 
and safety informati on and 
report ing . 

X 
1. 7 
4 . 2 
5 . 1 

Al l RTD 
Depar tments and 

Programs 

Effective date: l /01/2016 SSP Review 11/4/2016 




