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I. BY THE COMMISSION

A. Statement
1. This Decision grants the Unopposed Motions for Approval of Modified Discovery Procedures, Approval of Extraordinary Protection for Highly Confidential Information, and Waiver of the Commission’s Data Privacy Rules (Motion) filed by the City of Boulder (Boulder) on March 16, 2016.  Consistent with the discussion below, we: (1) designate as Highly Confidential, information that Public Service Company of Colorado (Public Service) will provide pursuant to an Agreement on Discovery Procedures; (2) grant a limited waiver of the Commission’s Data Privacy Rules; and (3) approve an Agreement on Discovery Procedures that modifies the Commission’s established discovery procedures.

B. Background

2. In this Proceeding, Boulder requests the transfer of certain distribution assets from Public Service to create a municipal electric utility.  If Boulder wishes to acquire Public Service’s assets, the Commission must review and approve the acquisition to ensure that ratepayers outside of Boulder are not harmed.  

3. In December 2015, the Commission dismissed part of Boulder’s initial application for the transfer of assets as violating the doctrine of regulated monopoly, and allowed Boulder to file a Supplemental Application.
  The Commission stated that the Supplemental Application “must contain sufficient information and evidence to demonstrate the reliability and safety of the resulting network and the reasonableness of the resulting costs to Public Service and its ratepayers.”
   

4. The Commission also granted Boulder’s request to conduct discovery before it files a Supplemental Application.  The Decision stated that the Commission is receptive to motions on additional or alternative discovery procedures.
  According to the Motion, in order to develop a Supplemental Application that satisfies the Commission’s order, Boulder has requested certain information about Public Service’s electric system in and around Boulder.  

5. According to the Motion, Public Service has agreed to provide the requested information pursuant to the “Agreement on Discovery Procedures, Confidentiality, Data Privacy, and Privilege Prior to Filing Second Supplemental Application” 
 (Agreement).  The Agreement and Exhibit 1 to the Agreement list the information that Public Service will provide and the specific individuals in each party that will have access to the information.  
C. Findings and Conclusion
1. Highly Confidential Status

6. The Motion requests that the Commission grant Highly Confidential status to all of the data, information, and the model that Public Service intends to provide pursuant to the Agreement.  According to the Motion, “the nature of the data being requested involves critical energy infrastructure and includes trade secrets, privileged information, and confidential commercial, financial, engineering, geological, or geophysical data.”
  Additionally, the detailed distribution information requires extraordinary protection to ensure the security, economic security, and public health and safety.  Public Service has agreed to provide the information in an encrypted format.

7. The Motion states that the Parties to the Agreement have agreed to the Highly Confidential status and to the limited disclosure of certain information, as described in Exhibit 1 to the Agreement.  The Agreement notes that if any party wishes to modify, add to, or subtract from the list of persons authorized to review the information, that party must notify the other Parties, and the change will be subject to Commission approval.

8. Boulder has filed a proposed Nondisclosure Agreement as required by Rule 1101(b)(V) of the Rules of Practice and Procedure, 4 Code of Colorado Regulations (CCR) 723-1. 

9. We find that the data and information that Public Service intends to provide pursuant to the Agreement require extraordinary protection to protect the safety and the security of the electric grid. We grant the request for extraordinary protection and highly confidential status to the information described in the Agreement.  We also approve the Nondisclosure Agreement filed with the Motion.
2. Limited Waiver of Data Privacy Rules.
10. The Motion states that some of the data Public Service intends to provide includes customer information that is not sufficiently aggregated to comply with Rules 3027(b),
 3032(a),
 and 3033(b)
 of the Commission’s Data Privacy Rules, 4 CCR 723-3.  The Motion requests a waiver of these rules, which prohibit a utility from disclosing customer data, except in limited circumstances, without the customer’s written consent.  Rule 3033(b) (the 15/15 Rule) allows utilities to provide aggregated customer data without the customer’s written consent if the aggregation contains at least 15 customers; and, within any customer class, no single customer’s customer data comprises 15 percent or more of the total customer data aggregated per customer.  

11. According to the Motion, the data is critical to Boulder’s ability to prepare a supplemental application demonstrating that its separation plan will preserve the reliability and safety of the network.  As discussed above, the Motion also requests Highly Confidential status for all of the information provided pursuant to this waiver.

12. The Motion states that none of the information Public Service intends to provide will contain customer names, addresses, or billing information.  Some of the information will be aggregated but will likely violate the 15/15 Rule because it contains data from fewer than 15 customers or data from 1 or more customers, whose usage represents more than 15 percent of the aggregated data.  Other data will not be aggregated at all.  Public Service intends to provide this information pursuant to the Agreement without first obtaining an individual customer’s consent; therefore the Motion requests a waiver of certain Data Privacy Rules.  

13. On March 24, 2016, the Commission ordered Boulder to notice the request for limited waiver of the Commission’s Data Privacy Rules, publishing the notice for two consecutive Sundays in The Boulder Daily Camera.
  The notice was published on March 27 and on April 3, 2016.  On April 4, 2016, Boulder filed a Notice of Filing Affidavit.
14. We find that the limited waiver of the Data Privacy Rules is in the public interest and it will be granted.  It is reasonable and in the public interest for Boulder and the other parties to obtain this information.  Additionally, Boulder, as home rule city, is in a unique position as the entity requesting customer information for its citizens.  We emphasize that Boulder’s status as a home rule city is significant and, as such, this Decision on the limited waiver of Data Privacy Rules should not be taken as precedential.  We agree with Boulder that it needs this information to develop its Supplemental Application demonstrating the reliability and safety of Public Service’s remaining network.  The interveners and the Commission also need access to the information to evaluate whether Boulder’s proposal is in the public interest.  

15. Additionally, the Highly Confidential protection given to the information will sufficiently protect the privacy and security of Public Service’s customers should that information convey customer data, either directly or by extrapolation, that would otherwise be protected under the Data Privacy Rules.

16. We therefore grant a limited waiver of the Commission’s Data Privacy Rules 3027(b), 3032(a), and 3033(b).
3. Agreement on Discovery Procedures, Confidentiality, Data Privacy, and Privilege 

17. The Motion requests that the Commission approve the Agreement, which would govern discovery procedures until Boulder files its Supplemental Application.  In addition to procedures related to confidentiality and data privacy, the Agreement modifies the Commission’s established discovery procedures.  Specifically, the Agreement provides for the following discovery requirements:

· Each party may propound no more than thirty (30) formal discovery requests to any other party, with each subpart of a request counted as a singular request, and that the time to respond shall be extended to thirty (30) days. 
· Any party responding to discovery during this period has a continuing obligation to provide regular updates to these discovery requests and will provide any such supplemental response(s) every 15 days after providing its initial response to any discovery request if additional information is available, if practicable, and in no event later than 30 days after providing its initial discovery response and every 30 days thereafter. 
· Responses and any supplemental responses to discovery requests shall be provided by the party responding to the discovery to all Parties. 
18. The Parties also agree not to propound discovery on Public Service until it has provided certain information to Boulder and others who have signed appropriate nondisclosure agreements.  After Boulder files its Supplemental Application, the discovery procedures codified in 4 CCR 723-1-1405 will apply unless otherwise authorized by the Commission.
19. The Agreement also specifies: how Boulder can seek additional information from Public Service; how Highly Confidential information will be treated at the conclusion of the proceeding; that Public Service reserves the right to seek compensation for its proprietary information in any subsequent condemnation proceeding; and that all Parties will use encryption to safeguard the information.   
20. We find that the modified discovery procedures and other procedures described in the Agreement are reasonable, and we approve the Agreement.

II. ORDER

A. It Is Ordered That:

1. Unopposed Motions for Approval of Modified Discovery Procedures, Approval of Extraordinary Protection for Highly Confidential Information, and Waiver of the Commission’s Data Privacy Rules filed by the City of Boulder on March 16, 2016 is granted.  
2. This Decision is effective upon its Mailed Date.
B. ADOPTED IN COMMISSIONERS’ WEEKLY MEETING
April 13, 2016.
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FRANCES A. KONCILJA
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                                        Commissioners


� By Decision No. C16-0244-I, issued March 24, 2016, the Commission waived response time to this motion and ordered Boulder to provide newspaper notice of its request for waiver of certain data privacy rules.


� See Decision No. C15-1360-I, issued December 30, 2015.


� Id. ¶ 42.


� Id. ¶ 43.


� Motion at p. 1.


� Motion, ¶ 8.


� Rule 3027(b) states, “A utility shall not disclose customer data unless such disclosure conforms to these rules, except as required by law or to comply with Commission rule.”


� Rule 3032(a) states, “Except as provided in this rule, paragraph 3027(b), rule 3030 [Access to Customer Data for the Provision of Regulated Utility Service], and rule 3031 [Local Government Access to Customer Data from a Utility for Audit], a utility shall not disclose customer data to any third party unless the customer or a third party acting on behalf of a customer submits a paper or electronic signed consent to disclose customer data form that has been executed by the customer of record.”


� Rule 3033 allows utilities to provided aggregated customer data to any requester—even without the customer’s consent—if it is sufficiently aggregated.  Rule 3033(b) states, “At a minimum, a particular aggregation must contain at least fifteen customers; and, within any customer class no single customer’s customer data or premise associated with a single customer’s customer data may comprise 15 percent or more of the total customer data aggregated per customer class to generate the aggregated data report (the “15/15 Rule”).”


� Decision No. C16-0244-I, ¶ 6.
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