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I. STATEMENT
1. On April 12, 2012, as amended on April 23, 2012, the County of Boulder, the City and County of Denver, and the City of Boulder (collectively, Petitioners) filed a Joint Petition for Declaratory Order (Petition). 

2. The Petition, as amended, seeks a declaration from the Commission regarding whether the new customer data disclosure rules adopted in Docket No. 10R-799E preclude the release of data for utility customers who signed utility disclosure forms before the effective date of the rule, February 14, 2012. 

3. Pursuant to Decision No. C12-0460, issued on April 27, 2012, the Commission granted the permissive intervention of Public Service Company of Colorado (Public Service) and acknowledged the intervention as of right filed by the Colorado Office of Consumer Counsel (OCC).
  The Commission also directed the parties to file written comments regarding the Petition by or before May 4, 2012.

4. The City of Boulder, the County of Boulder and Public Service, respectively, filed written comments on May 4, 2012.  On May 8, 2012, the Petitioners filed a collective response to the comments filed by Public Service.

5. By minute order dated May 9, 2012, the Commission referred this Docket to the undersigned Administrative Law Judge (ALJ) for disposition. 

6. Pursuant to Decision No. R12-0741-I, issued on June 29, 2012, the ALJ established a procedural schedule in this Docket, including a hearing set to convene on November 1, 2012.  

7. On August 6, 2012, counsel for the County of Boulder filed an Unopposed Joint Motion for Extension of Time to File Direct Testimony (Motion).  This Motion sought to modify the procedural schedule in order to accommodate the efforts of the parties to reach a negotiated settlement.

8. On August 13, 2012, counsel for Public Service filed a Joint Motion to Grant Amended Petition, Vacate Hearing, and Clarify No Civil Penalties (Dispositive Motion).  The Dispositive Motion was filed on behalf of Public Service and the OCC as joint movants.
  

9. On August 20, 2012, the ALJ convened a telephone conference with counsel for all parties to discuss the pending Dispositive Motion.  Counsel for the Petitioners, respectively, confirmed that Petitioners did not object to the relief sought by the Dispositive Motion.  
As the conference call was not recorded, the ALJ requested that Petitioners make a filing confirming their response(s) to the Dispositive Motion.

10. Later on August 20, 2012, the Petitioners filed their collective Response (No Objection) to the Dispositive Motion.

11. On August 24, 2012, by Decision No. R12-1002-I, in light of the unopposed Dispositive Motion pending Commission consideration, the ALJ vacated the procedural schedule, including the evidentiary hearing.

12. In accordance with, and pursuant to § 40-6-109, C.R.S., the ALJ transmits to the Commission the record and exhibits of the proceeding together with a written recommended decision.

II. FINDINGS OF FACT
13. In the course of providing electric utility service to its customers, Public Service comes to possess usage data that can be valuable to various energy-related initiatives operated within the State of Colorado.

14. The acquisition, maintenance and, in some cases, disclosure of such data by regulated electric utilities is governed by the Commission’s rules on data privacy found in the Rules of Practice and Procedure, 4 Code of Colorado Regulations (CCR) 723-1-1103, et seq, and the Rules Regulating Electric Utilities, 4 CCR 723-3-3026, et seq.

15. The Rules referenced in the preceding paragraph have undergone modification in recent years to reflect the fact that deployment of advanced metering technology has increased the types and quantities of data that may be available to electric utilities.  The Rules Regulating Electric Utilities in effect as of the date of this Recommended Decision took effect on February 14, 2012 (the Current Data Privacy Rules).

16. The Current Data Privacy Rules require that disclosure of any specified information only occur after a regulated utility files a tariff describing the type and quantity of data that may be collected and disseminated, provided notice to customers explaining its privacy and data security policies, and obtained a customer consent for release to third parties, the elements of which are specified in Rule 3028.  Third-party access to customer data from a utility is governed by Rule 3030, which specifies that only after the utility obtains a completed consent form from a customer may any disclosure be made in conformity with Rules 3026(b) (requiring compliance with all data privacy rules) and 3029(a) (data security procedures).

17. Petitioners are local governmental agencies who seek to ensure that certain named energy-related initiatives operating within their respective jurisdictions continue to have access to customer data to fulfill the stated goals of the initiatives.  

18. These initiatives include the “10 for Change” program that encourages businesses within the City of Boulder to reduce their energy use and waste by 10 percent.  Participating businesses have previously submitted consent forms that enable the City of Boulder to review their energy use information.  The EnergySmart program operates within the County of Boulder and offers advising, rebates, and contractor assistance to participating residential and business electric consumers in order to help the participants move from energy audit to energy-efficient action.  Participating customers authorize EnergySmart to track usage to verify actual energy and cost savings.

19. The County of Boulder and the City and County of Denver are recipients of funding in the form of block grants from the U.S. Department of Energy to promote energy efficiency retrofit and finance programs.  These grants include conditions that require recipients to report energy use by program participants on a quarterly basis.  Compliance with these terms means that the local governments must have third-party access to electric utility data for the participating customers.

20. The County of Boulder also continues to monitor data acquired by a number of older initiatives that, though no longer operational, continue to have access to information through older consent waivers still in place.  These initiatives, including the Climate Smart Loan Program and Youth Corps Energy Corps, acquire data that permit the County of Boulder to perform ongoing analysis of energy-efficiency programs in the area.

21. Petitioners and these various named initiatives meet the definition of third-party recipients subject to the Current Data Privacy Rules described in the Paragraph No. 16.

22. In large measure, the customer consent forms in place for these initiatives pre-date the adoption of the Current Data Privacy Rules.  Those older consent forms are less specific than the form specified in the Current Data Privacy Rules.

23. Obtaining new authorizations from participants in the initiatives that initially gave consent prior to February 14, 2012, would be costly.
  For the EnergySmart program alone, obtaining new consent forms from all participants would cost the governments in Boulder County in excess of $30,000.

24. Public Service intervened in opposition to the Petition in order to protect itself from unauthorized disclosure of data in reliance on consent forms executed prior to February 14, 2012, given the interplay of the Current Data Privacy Rules and those that preceded them.

25. As previously noted, the OCC supported the relief sought in the Petition as amended; namely to preserve Petitioners’ access to data from Public Service on the basis of customer consent given prior to February 14, 2012.

26. Petitioners filed letters of support from Populus Sustainable Design Consulting, Symbiotic Engineering, the Environmental Health Division of Boulder County Public Health Department, and Catholic Charities of the Diocese of Pueblo.  Each of these entities relies on customer usage data disclosed pursuant to consent provided prior to February 14, 2012.

27. Notwithstanding the letter of support from Catholic Charities of the Diocese of Pueblo, no evidence was adduced establishing that acceptance of consent to disclose customer data forms executed prior to February 14, 2012, is justified in jurisdictions other than those represented by the Petitioners.

III. DISCUSSION AND CONCLUSIONS
28. The unopposed Dispositive Motion seeks a Commission order declaring that the adoption of the Current Data Privacy Rules does not preclude the release by Public Service of data for customers who signed consent forms before February 14, 2012.  

29. Pursuant to Rule 1304(i)(II), the Commission may issue a declaratory order to “remove an uncertainty affecting a petitioner with regard to any tariff, statutory provision, or Commission rule.” 
30. Although the Dispositive Motion references a waiver of Commission Rules 3028, 3030, and 3976 in the prayer, this request was not stated in the Petition or included in the Notice of this proceeding.  However, Rule 1003(b) permits a request for waiver in a docketed proceeding by motion without mention of new notice.  A waiver of a Commission Rule may be granted for good cause with consideration for equity, hardship, and more effective implementation of overall policy on an individual basis.  Id at (a).  Accordingly, the ALJ will consider whether the requested declaratory order is appropriate as it relates to requests for data from Public Service in the operation of the named initiatives and whether any waiver is necessary and appropriate to effectuate the declaratory order.

31. The Current Data Privacy Rules were adopted, in part, to respond to the deployment of so-called smart metering technology that gives electric utilities access to vastly expanded customer usage data in real time.  Regulated utilities are required to implement data security procedures, advise customers regarding the method of data collection and maintenance, and to obtain informed consent of customers prior to releasing any data to third-parties.
32. Rule 3026(e) requires that a utility shall provide access to any third-party recipient to whom the customer has authorized disclosure of the customer’s customer data.
33. Rule 3028 requires that a “utility shall make available a consent to disclose customer data form, prescribed and supplied by the Commission, to any customer or third-party upon request.”  The rule goes on to specify the elements required in the consent form.
34. Rule 3030(a) provides that a “utility shall not disclose customer data to any 
third-party unless the customer or a third-party acting on behalf of a customer submits a paper or electronic signed consent to disclose customer data form that has been executed by the customer of record.”
35. At issue is whether the customer consent given prior to February 14, 2012, may be relied upon for continuing disclosures of data to local governmental agencies facilitating the operations of various energy efficiency initiatives.
36. The record here does not indicate that the Petitioners have expanded the nature or quantity of data that they request from Public Service despite the fact that emerging technology may have resulted in such expanded data being available.  In fact, the Petition as amended clarifies that any waiver granted by the Commission shall be limited to the collection “[of] data with no finer granularity than that currently collected” by the 10 for Change program.  This limitation was a key consideration in the OCC’s endorsement of the relief sought in the amended Petition.  With these facts in mind, the ALJ finds that customer consent given prior to February 14, 2012, may continue to provide an adequate level of protection to the affected customers.  This is true, however, only insofar as the data sought and disclosed by Public Service remains the same as when the consent was originally given and is not solely limited to the 10 for Change program.
37. If, on the other hand, any of the Petitioners as third-party recipients seek additional data beyond that which was gathered at the time consent was originally given, then an updated authorization must be obtained from such customers in compliance with the Current Data Privacy Rules.
38. In addition, any customer whose data is received pursuant to a consent form executed prior to February 14, 2012, must be given the opportunity, at the customer’s option, to execute an updated consent form that complies with Rule 3028.  Thus, any customer who expresses a desire to do so must be permitted to reauthorize release of his or her data by executing a new form or, alternatively, to terminate such consent without regard for whether the data sought by the third-party recipient has expanded or not.
39. Based on the foregoing, the ALJ will grant the Dispositive Motion in part and subject to conditions.  With regard to the data disclosure rules adopted in Docket No. 10R-799E, these will not preclude the release of data for utility customers of Public Service who signed customer data disclosure forms before the effective date of the rules on February 14, 2012, only where the character and/or level of detail of data to be disclosed has not changed since the date the customer data consent form was executed, and only so long as a customer who wishes to do so may execute a new consent to disclose customer data form or, alternatively, rescind his or her consent to disclose.  
40. The ALJ finds that a waiver of Rules 3028(a) and 3030(a), to the extent necessary to permit disclosure of data by Public Service without execution of a new customer data consent form, is appropriate as a more effective implementation of overall policy on an individual basis.  These provisions of the Current Data Privacy Rules were adopted to provide protections for customers in light of technological advances that make date more granular and accessible.  The conditions imposed as part of the declaratory order in this Docket take into consideration the need for data privacy, but balance the economic costs of obtaining new consent where the nature and extent of data disclosure has not changed.  A waiver of Rule 3028 and Rule 3030 is necessary to clarify that disclosure in conformity with the terms of the declaratory order does not constitute a failure on the part of Public Service to comply with these aspects of the Current Data Privacy Rules.
41. Although required by Rule 1003, the Dispositive Motion contains no statement regarding the duration of the specific waiver explaining the specific date or event which will terminate it.
42. The basis for the Petition is an interest in avoiding costs of obtaining new consent for data disclosure in light of the recent adoption of the Current Data Privacy Rules.  As time passes, the adoption of these rules will be less recent and the associated justification for any waiver will be less compelling.  This is so because as properties are transferred from one owner or occupant to another, then the customer of record changes and new consent forms will be required.  That process will alter the balance of economic cost to the third-party recipients against the protections intended to be afforded to customers by the Current Data Privacy Rules.
43. In order to allow the Petitioners to benefit from the declaratory order, the ALJ will grant a waiver of Rule 3028 and Rule 3030 through December 31, 2013.  No factual showing has been made that a longer period of relief from the Current Data Privacy Rules is warranted.  The ALJ finds and concludes that setting the expiration date on December 31, 2013, will permit reevaluation of the justification behind the waiver, including input from customers regarding whether new consent for data disclosure should be required. 
44. The ALJ does not agree that good cause has been shown for a waiver of Commission Rule 3976 (civil penalties).  This request refers to rule “3976 of the Data Privacy Rules” and requests that the Commission clarify that “no civil penalties will be imposed for complying with the Amended Petition as granted.”
45. In reality, Rule 3976 addresses civil penalties for noncompliance regarding many aspects of electric utility operations, most of which have nothing to do with data disclosure.  Even limited to the Current Data Privacy Rules, Rule 3976 addresses compliance with the tariffing provision, customer notice, and contracted agent access to data which are not related to the declaratory order or the waivers of Rules 3028 and 3030.  Moreover, the ALJ finds that a waiver of Rule 3976 would require a speculative finding that under no circumstances should a civil penalty flow from data disclosure made in conformity with the declaratory order.  Lastly, the request with regard to Rule 3976 fails to address most of the elements of Rule 1003(c).  For these reasons, the waiver request as to Rule 3976 will be denied.  
46. The ALJ finds and concludes that the declaratory order, supplemented by the waivers of Rules 3028 and 3030, affords the parties sufficient direction and latitude such that data disclosures subject to the terms and conditions of this Recommended Decision may continue and not increase the exposure of Public Service to civil penalties.
47. Pursuant to § 40-6-109, C.R.S., it is recommended that the Commission enter the following order.  

IV. ORDER

A. The Commission Orders That:
1. The Petition, as amended, filed by County of Boulder, the City and County of Denver, and the City of Boulder (collectively, Petitioners), is granted subject to the conditions stated herein below.

2. The Commission declares that the Data Privacy Rules of the Rules Regulating Electric Utilities, 4 Code of Colorado Regulations (CCR), 723-3-3026, et seq., adopted in Docket No. 10R-799E, do not preclude the release of data by Public Service Company of Colorado (Public Service) for customers who signed consent to disclose customer data forms before February 14, 2012, so long as the following conditions are met: (a) the character of the data to be disclosed to Petitioners is not more extensive and/or detailed than that for which consent was originally given; and (b) any customer who requests to execute a new consent to disclose customer data form shall be permitted to do so or, at the option of the customer, rescind his or her original consent to disclose customer data.

3. The Joint Motion to Grant Amended Petition, Vacate Hearing, and Clarify No Civil Penalties filed by Public Service and the Office of Consumer Counsel is granted in part and denied in part.
4. The provisions of 4 CCR 723-3-3028(a) and 3030(a) are waived to the extent necessary for Public Service’s disclosures of data in conformity with Ordering Paragraph No. 2, up through and including December 31, 2013.

5. The request for a waiver of Commission Rule 3976 is denied.

6. Docket No. 12D-395E is now closed and all further proceedings vacated.

7. This Recommended Decision shall be effective on the day it becomes the Decision of the Commission, if that is the case, and is entered as of the date above.

8. As provided by §40-6-109, C.R.S., copies of this Recommended Decision shall be served upon the parties, who may file exceptions to it.  

 
a)
If no exceptions are filed within 20 days after service or within any extended period of time authorized, or unless the decision is stayed by the Commission upon its own motion, the Recommended Decision shall become the decision of the Commission and subject to the provisions of §40-6-114, C.R.S.

 
b)
If a party seeks to amend, modify, annul, or reverse basic findings of fact in its exceptions, that party must request and pay for a transcript to be filed, or the parties may stipulate to portions of the transcript according to the procedure stated in §40-6-113, C.R.S.  If no transcript or stipulation is filed, the Commission is bound by the facts set out by the administrative law judge and the parties cannot challenge these facts.  This will limit what the Commission can review if exceptions are filed.

9. If exceptions to this Decision are filed, they shall not exceed 30 pages in length, unless the Commission for good cause shown permits this limit to be exceeded. 
	(S E A L)
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Doug Dean, 
Director
	THE PUBLIC UTILITIES COMMISSION
OF THE STATE OF COLORADO


KEITH J. KIRCHUBEL
________________________________
                     Administrative Law Judge



�  The OCC supported the relief sought by the Petition as amended.


�  The prayer of the Dispositive Motion requests an order “waiving Rules 3028, 3030, and 3976 of the Data Privacy Rules.” The amended Petition does not seek a waiver.


�  The Petition as amended estimates the total cost of obtaining new consent from 2,980 customers is in excess of $45,000.00.
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