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I. statement
1. The Commission issued a Notice of Proposed Rulemaking (NOPR) regarding the Rules Regulating Electric Utilities, 4 Code of Colorado Regulations 723-3.  See Decision No. C10-1192, mailed November 4, 2010.  The NOPR commenced this rulemaking proceeding.  A copy of the proposed rules was attached to the NOPR.

2. By Decision No. C11-0350, mailed on April 1, 2011, this matter was referred to an Administrative Law Judge (ALJ) for disposition.

3. At the scheduled time and place, the undersigned ALJ conducted a hearing on the proposed rule amendments.  The ALJ requested additional comments from interested persons on several topics during the course of the hearing.  At that time, a further comment hearing was also announced for May 4, 2011 at 9:00 a.m.

4. After the hearing concluded, it was brought to the ALJ’s attention that the official report’s equipment malfunctioned during the afternoon session affecting the quality of transcription.  

5. The reporter’s transcript for the portion of the hearing conducted on April 7, 2011 that is available will be made provided to interested persons through the Commission’s E-Filings System.  Anyone is free to review the record, as it is.

6. In light of the nature of the hearing, and because this decision memorializes the announcement of a further comment hearing to be conducted on May 4, 2011, interested persons will be given a further opportunity to address, supplement, or repeat comments previously given, either in writing or orally at the next hearing.  With apologies for the inconvenience caused, this will best provide a full and accurate record. 
7. During the latter portion of the hearing, the ALJ requested further comment on specific questions and/or issues.  For the benefit of all concerned, those questions will be restated:  

a)
Under current practices, what is the scope of customer usage information that utilities provide upon request by someone other than the customer of record?  

b)
To what extent does the Commission’s authority extend to those working for utilities in furtherance of providing public utility service?  To what extent does the Commission authority extend to someone contracting with such third party to assist in fulfilling the third party’s obligations to the utility?  As applied to existing practices, illustrative examples might involve an independent consultant working on a rate case utilizing proprietary or confidential information from the utility or a utility vendor having access to confidential information while updating computer software.  

c)
If available, please provide additional information about meters currently being installed by utilities addressing security, encryption, wireless network technologies and protocols, etc.

d)
If a public utility is informed of a firmware upgrade or bug patch for a meter of a type that is currently being installed on its system, what time is necessary to apply such modifications?  Does it require a truck roll?  Can it be accomplished remotely?  Has this situation occurred?
e)
Generally, this rulemaking process is taking place in an environment of security risks that are not static.  Illustratively, the context of the proposed 15/15 rule might have been quite different 20 years ago and will be quite different 20 years from now.  Have the rules given adequate consideration to changing technology in the context of relatively static rules? 

f)
Commenters have commented that public utilities need to access customer usage data in the ordinary course of public utility service.  What is the scope of information that is actually used, and for how long is customer data used (as opposed to aggregated data)?  How long is confidential customer usage information needed to be accessible for the provision of public utility service?

g)
References through the course of this proceeding have been made to households and/or customers.  Has adequate consideration been given to situations where the customer of record is not the consumer of service or the consumption information is not in control by the consumer? Can a tenant access customer data if the utility service is in the landlord’s name?  Can a landlord access a tenant’s usage information if the service is in the landlord's name? Have the rules adequately addressed accessibility of customer data for vulnerable populations?
h)
Are concerns regarding confidentiality of usage data the same for residential customers, commercial customers, and industrial customers?

i)
A Primary InterExchange Carrier (PIC) Freeze is available to defend against slamming in a telecommunications environment.  A generally analogous concept was proposed for comment.  Solely within the relationship of the utility and its customer, the customer could block release or use of customer data, as customer data or in aggregate data, except as necessary for the provision of public utility service.  Upon entering such arrangement, an informed consent form submitted to the utility from a third party would be rejected until the customer contacted the utility directly to lift the freeze. 

8. During the afternoon session, the Office of Consumer Counsel (OCC) raised questions for which they sought responsive information.   The ALJ looks forward to comments addressing those questions and will restate them, as understood:

a)
Bubble-up meters were stated not to require a code for customers to listen to pulsed data.  What security is available to keep others from accessing data pulsed by a customer’s meter if there is no assigned code? 

b)
Addressing wake up meters, the OCC envisions customer devices capable of waking up their own meter to pulse data.  Public Service’s comments suggest that such a device would “control” the meter causing security and reliability concerns.  What are those security and reliability concerns?  

c)
Referring to smart meters and AMI meters, approximately half of the meters installed in Boulder communicate with the utility through a BPL system.  Assuming the customer pays appropriate costs, are such meters capable of being hard wired or modified to emit a radio signal so that a customer can listen to the meter?
9. Parties are encouraged to file written comments in response to the questions and issues raised above.  Additionally, an opportunity for oral comment will be available at the next scheduled public comment session.  
10. Any party desiring to file any final written comments after the next oral comment hearing may do so on or before May 11, 2011. Then, the matter will be taken under advisement.

II. ORDER
A. It Is Ordered That:

1. Interested persons may file written comments in this matter before hearing.  The Commission requests that such pre-filed comments be submitted no later than April 29, 2011.

2. The next public comment hearing in this matter, as announced during the hearing held April 7, 2011, will be held as follows:

DATE:
May 4, 2011
TIME:
9:00 a.m.
PLACE:
Commission Hearing Room

1560 Broadway, Suite 250

Denver, Colorado

3. The undersigned Administrative Law Judge may set additional hearings, if necessary.

4. This Order is effective immediately.
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Doug Dean, 
Director
	THE PUBLIC UTILITIES COMMISSION
OF THE STATE OF COLORADO


G. HARRIS ADAMS
________________________________
                     Administrative Law Judge
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