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I. BY THE COMMISSION

A. Background

1. On August 12, 2009, Commission issued Decision No. C09-0878, opening a Docket in this matter, establishing procedures and dates, and seeking comments and information.
2. As of February 9, 2010, seven parties
 have filed comments or otherwise participated in this proceeding.  Some parties have conducted or scheduled ex parte meetings with individual commissioners, following the Commission’s “Permit-but-Disclose” process discussed in Decision No. C09-0878, to provide information concerning this docket.

We envision this Investigatory Docket as a refinement process.  In Decision No. C09-0878 we stated the general focus of this Docket.  Through questions presented in Appendix A of that Decision we began the process of refining that general focus.  Our anticipated outcome of this Docket is a better understanding of how the Commission’s rules may 

3. need to be modified to appropriately address the identified privacy concerns.  Ideally, this Docket will allow the Commission to open an effective Rulemaking Docket.

4. As noted when we opened this Docket, (see Decision No. C09-0878), smart grid technology will increase the quantity and quality of customer information available to be collected and retained.  Commission rules, specifically Rules 1004(t) and 1104 of the Commission’s Rules of Practice and Procedure, 4 Code of Colorado Regulations (CCR) 723-1, currently define “personal information” and regulate the disclosure of such.  At issue in this investigation is the sufficiency of these rules, as currently written, concerning the collecting, retaining, and distributing of personal information, when smart metering technology is implemented.

B. Further Direction to the Parties

5. Based upon our review of the comments received, we have identified the following specific policy questions that will be further investigated in this Docket:

a)  Rule 1104 (a), 4 CCR 723-1, states:

“A utility may not disclose a customer’s personal information to any third party, unless the request is either signed by the customer, or is supported by a disclosure form signed by the customer authorizing disclosure to the particular requestor.”

Does this rule need to be modified when the quantity and quality of information increases due to implementing smart metering technology?  If yes, why?

b) Rule 1104 (c), 4 CCR 723-1 states:

“The utility shall provide any person requesting personal information with a form with which the customer may authorize disclosure.  The form shall explain the customer’s rights under this rule.”

Within the context of the increased quality and quantity of data available through smart meter technology, what minimum level of customer education, if any, should be required to reasonably assure that the customer authorization to disclose personal information occurred with informed consent?

c) Rule 1104 (c), 4 CCR 723-1, also states: 

“The requestor shall obtain customer authorization for each request, unless the customer has authorized the release of all personal information at any time.”

Does this language sufficiently address the provision of personal information by a customer to a third party on an ongoing basis? 

d) Does Rule 1104, 4 CCR 723-1, adequately address third party access to customer information by those working for the utility under a Commission-approved project? Should the PUC rules be amended to specifically state that a utility is required to hold its contractors to the same customer data protection standards to which the utility is held?  

e) What amount (frequency, quantity, etc.) of data requests from customers should a utility reasonably accommodate?  At what point is the utility’s handling of such requests beyond the normal cost of business?  How should these additional costs be recovered?  If recovery of these additional costs is authorized to be recovered as a fee upon the requesting party, does any distinction need to be made if the party is other than the customer, (such as a governmental agency, as discussed below)?

f) Commission rules 1104 (c) and (d), 4 CCR 723-1, allow for utility disclosure of personal information to governmental agencies,
 under certain conditions.  Is the current language sufficient to address emerging governmental requests for utility customer information to further the objectives of government-authorized energy programs, such as those promoting energy efficiency and renewable energy generation?  

g) Since the current language concerning disclosure to governmental agencies is permissive (“may disclose”) rather than compulsory, if the issue of cost recovery is resolved, will that be sufficient to yield voluntary utility disclosure to the anticipated types of governmental requests discussed above?  If not, what are the other impediments, and what are recommendations for overcoming them?

h) Is there a definable minimum level of customer-specific information that can be disclosed to third parties without requiring customer consent?  If yes, what information may be disclosed and for what purposes may that information be used?

i) To what standards should utilities, and their agents, be held concerning the safeguarding of customer electronic data from unauthorized access and destruction?  What are appropriate data storage standards?  Is the PUC the appropriate entity to establish these standards, or are there other entities establishing such, to which PUC rules can defer?

j) Are there other customer privacy issues not sufficiently addressed by the Commission’s existing rules?  If so, what are the issues and how should the rules be changed to address them?

k) What existing state or federal statutes govern the treatment of electronic data anticipated by deployment of smart metering technology?  Does the applicability of existing statutes vary based on the type of smart meter system implemented, such as, for instance, the technology used for transmission?  Are changes to existing statutes (federal or state) necessary to achieve the benefits of smart metering technology?

6. We determine that the appropriate next step in this Investigatory Docket is to seek comment from parties on the questions identified in this Order.  We establish March 26, 2010, as the deadline for submission of the second round of comments.  Parties shall file the original and three copies of comments and attachments, and shall also file their material electronically with the Commission in executable file formats to the extent possible.  The comments and submitted materials will be posted to the Commission’s website and included in the record of this case.  If parties want other data privacy topics to be investigated in this Docket, we strongly encourage written comments on these additional topics to be filed no later than March 26, 2010.  We will then consider how to best address any additional topics identified by parties.

II. ORDER

A. The Commission Orders That:

1. Interested parties are required to submit their written comments on or before March 26, 2010.

2. Interested parties desiring to submit written comments proposing topics not scheduled for discussion are encouraged to file such no later than March 26, 2010.

3. This Order is effective upon its Mailed Date.

B. ADOPTED IN COMMISSIONERS’ WEEKLY MEETING
February 24, 2010.
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� In a docket such as a rulemaking or this investigatory docket, there are no “parties” in the usual sense of applicants, complainants, respondents, or intervenors.  Instead, there are “interested parties,” and it is in this sense that we use the term “party” in this order.  


� The current rule offers as examples of governmental access to personal information as “warrants, subpoenas, duces tecum court orders, requests from emergency service providers, or as authorized by § 16-15.5-102, C.R.S.”   





2

_1171191204.doc
[image: image1.png]Lo




[image: image2.png]





 












