Before the Public Utilities Commission of the State of Colorado

Decision No. C09-0878
Docket No. 09I-593EG

C09-0878Decision No. C09-0878
BEFORE THE PUBLIC UTILITIES COMMISSION OF THE STATE OF COLORADO

09I-593EGDOCKET NO. 09I-593EG
IN THE MATTER OF THE INVESTIGATION OF SECURITY AND PRIVACY CONCERNS REGARDING THE DEPLOYMENT OF SMART-GRID TECHNOLOGY.
ORDER OPENING DOCKET, Establishing Procedures and Dates, AND
SEEKING COMMENTS AND INFORMATION
Mailed Date:  August 12, 2009
Adopted Date:  August 12, 2009
I. BY THE COMMISSION:
A. Background

1. During the ex parte discussions with interested parties in Docket 08I-420EG, the interested parties brought the issue of privacy and smart metering to our attention.  However, no action was taken at that time because the issues in Docket 08I-420EG focused on consumer incentives.
2. On June 22, 2009, the Commission held a public workshop in Docket 09M-395EG (SB 09-0297) regarding the American Recovery and Reinvestment Act (ARRA), including the DOE Smart Grid Investment Grant Program.  One of the issues that arose during this workshop was privacy concerns related to smart metering.  The Commission discussed opening an investigatory docket at a later time to broaden its understanding of how gathered smart grid information could be used. 
3. Smart grid technology enables utilities to glean consumer electric usage patterns to facilitate more efficient network management, load forecasting, and asset management, among other functions.  A growing “edge services” industry may also wish to access this information.  Edge services can be defined as services that are focused on the last mile of electricity distribution.  These services incorporate the information gleaned from smart grid technology to provide services such as bill control, demand-side load management, efficiency consulting, and energy savings contracting.  
4. In addition to these services related to electricity provision, other industries may be able to use consumer electric usage patterns.  For example, marketing and marketing research firms may find valuable market penetration data in the consumer electric usage patterns.  Also, law enforcement could use information about electricity usage to pinpoint potential sites of criminal activity. 

5. It is therefore our view that the very characteristics that make smart grid information valuable to edge services and environmental efforts also may have serious implications for consumer privacy.  
6. In this Order, we invite interested parties to attend our August 25, 2009 Commissions’ Information Meeting discussed below and to respond to a set of initial questions included in Appendix A.  In addition, we invite parties to comment on the scope of questions in this inquiry and identify any additional issues that they believe are relevant.  At a later date, the Commission may issue additional questions based on these initial comments. 

7. We emphasize that the attached questions should not be viewed as limiting, but rather as guidelines for a full exploration of various topics related to the privacy of electricity consumption patterns.  We encourage parties to provide comments that are objective and identify the strengths and weaknesses of frameworks or paradigms that are provided in response to particular questions.  We also ask the parties to discuss their ideas in the context of alignment with (or trade-offs against) other Commission goals and policies.

B. Further Resources and Direction to the Parties

8. The Commission finds it appropriate to initiate an investigation into these issues, to conduct a Commissioners’ Information Meeting, to invite interested parties to submit comments, and to establish initial comment dates and procedures.

9. In a docket such as a rulemaking or this investigatory docket, there are no “parties” in the usual sense of applicants, complainants, respondents, or intervenors.  Instead, there are “interested parties,” and it is in this sense that we use the term “party” in this order.  

10. We also encourage parties to provide materials they believe would be useful in our investigation of privacy concerns.  These materials could include studies, academic papers, white papers, etc., that are relevant to these issues.  We ask that participants provide a copy of all such materials for inclusion on the Commission’s website, which will be accessible using the following link:
www.dora.state.co.us/puc/DocketsDecisions/HighprofileDockets/09I-593EG.htm 
We ask that parties take care that such materials are relevant to the announced topics, and not provide studies or papers that stray outside the scope.  

C. Structure and Schedule of the Docket 

11. The basic modes we intend to use for our inquiry include comments from parties, workshops involving the Commission and parties, and permissible ex parte presentations.

12. We will conduct a Commissioners’ Information Meeting on August 25, 2009 at 9:00 a.m.  At which, Mr. Elias Quinn will present his paper, Smart Metering and Privacy: Existing Law and Competing Policies.  We anticipate that this will be an informal session where Mr. Quinn will discuss his paper, take questions, and participate in general discussion.  This paper will be posted to the Commission’s website no later than August 19th, 2009.

13. We establish September 14, 2009, as the deadline for submission of the first round of comments.  We may permit the parties to supplement their initial comments following this deadline.  Parties shall file the original and three copies of comments and attachments, and shall also file their material electronically with the Commission in executable file formats to the extent possible.
  The comments and submitted materials will be posted to the Commission’s website and included in the record of this case. 

D. The Permit-but-Disclose Process

14. During the 2008 legislative session, the General Assembly passed, and the Governor signed, House Bill 08-1227 (HB 08-1227).  HB 08-1227, among other things, modified the requirements applicable to the Commission concerning ex parte contacts with interested parties in non-adjudicatory proceedings. In a recent rulemaking docket, the Commission modified its Rules of Practice and Procedure to conform to the new statute.  See Decision No. R08-1297, Docket No. 08R-459ALL, mailed December 19, 2008.  Because the instant docket is not an adjudicatory proceeding, all Staff members will be available to assist the Commission in this proceeding.

15. As of the mailed date of this order, any party may make an ex parte presentation to a Commissioner in a meeting that may include Staff.  Any such ex parte contacts must relate to matters being investigated in this docket and cannot concern any matter pending before the Commission in any other docket.

16. Within two business days following a permitted ex parte presentation, the party requesting the meeting shall file with the Commission in this docket a letter disclosing the contact.  The disclosure letter shall state the time, date, and place of the meeting, list the persons attending, and shall contain a summary description of the presentation, and a statement that the subject matter of the communication did not relate to any pending adjudicatory proceeding before the Commission.  If any materials were provided to the Commissioner during the meeting, those shall be identified in the letter and attached.  For filing purposes, the disclosure and any attachments shall include an original and three copies.  In addition, one electronic copy of the disclosure letter and any other materials should be filed with the Commission.  The disclosure letter and any other material must provide other parties with sufficient information to allow them to decide whether they wish to hold ex parte meetings to share their views on the subject.  Parties should not simply file a disclosure that indicates they discussed this docket, but should also include the specific topics covered. 

17. The disclosure letter and any attached materials will become part of the official record in this case.  Further, the disclosure letter and other provided material will be promptly scanned and posted to the Commission’s website in connection with other documents and orders in this docket.  Since this is not an adjudicatory proceeding, and because the disclosure letters will be promptly posted to the Commission’s website, parties are not required to serve any other interested parties with a copy of the disclosure or attachments.  Any materials asserted to be confidential will be treated in the same manner as confidential material provided in comments in a rulemaking today. 

18. The Commissioners will attempt to accommodate all reasonable requests for ex parte meetings, subject to the schedule and availability of each Commissioner.  We may give preference in scheduling to a party that has not made a prior ex parte presentation in this docket, in contrast to a party wishing to make an additional presentation.  Finally, we note that there is no requirement that a party make the same presentation to each of the three Commissioners.  In other words, parties may elect to meet (in separate meetings) with one, two, or all three Commissioners.  However, in such situations, copies of all the presentations, with letter(s) disclosing the separate contacts and presentations, must be filed with the Commission in this docket.

19. To schedule an ex parte presentation with a Commissioner, the interested party should contact Ms. Donna Acierno, Executive Assistant to the Commissioners.  When contacting Ms. Acierno, the interested party should identify that the presentation is associated with this case.

II. ORDER

A. The Commission Orders That:

1. An investigation concerning smart grid technology and its potential impact on consumer privacy is opened consistent with the above discussion. 

2. The scope of this investigation is defined consistent with the above discussion.

3. The Commission shall conduct a Commissioners’ Information Meeting for a presentation by Mr. Elias Quinn on this paper, Smart Metering and Privacy:  Existing Law and Competing Policies, as follows:

DATE:
August 25, 2009

TIME:
9:00 a.m.

PLACE:
Commission Hearing Room A
Second Floor
1560 Broadway
Denver, CO 
4. Interested parties are required to submit their written comments on or before September 14, 2009, using the guidelines discussed above.

5. Additional procedures, schedule dates, and directions are provided to interested parties as discussed above.

6. This Order is effective upon its Mailed Date.

B. ADOPTED IN COMMISSIONERS’ WEEKLY MEETING
August 12, 2009.
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Commissioners

CHAIRMAN RONALD J. BINZ
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