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confidential information and 
staying order until close of business 
on march 31, 2005  

Mailed Date:  March 24, 2005  

I. statement  
1. On August 31, 2004, Staff of the Commission (Staff) filed a petition for a declaratory order; this filing commenced Docket No. 04D-440T.  On October 1, 2004, Qwest Corporation (Qwest) filed a Combined Application for Reclassification and Deregulation of Certain Part 3 Products and Services (deregulation application); this filing commenced Docket No. 04A-411T.  By Decision No. C04-1193 the Commission consolidated the two dockets (consolidated proceeding).  

2. The Commission established a procedural schedule and hearing dates in this consolidated matter.  Decision No. C04-1402.  The Commission also referred all motions (with specified exclusions) to an Administrative Law Judge (ALJ) for resolution.  Id. at ¶ 6.  The undersigned ALJ has been assigned to address motions filed in the consolidated proceeding.  

3. On March 8, 2005, Staff filed in the consolidated proceeding a CD containing the following information:  (a) the individual survey responses from Docket No. 04M-435T with the name of the responding provider and the name of the individual who verified the response redacted and (b) a copy of the highly confidential Staff report provided to the Commission in that same docket.  Staff filed the same information (on a CD) in Docket No. 04M-435T.  Staff did not provide the CD to anyone in either proceeding.  Apparently, the only copy of either CD is available only on the Commission’s premises.  

4. The answer testimony of Staff witness Gary Klug filed in the consolidated proceeding discusses, and (based on representations) apparently relies upon, the highly confidential Staff report.  As discussed below, that report, in turn, is based on the individual survey responses received in Docket No. 04M-435T.  

5. On March 22, 2005, Qwest witness Robert Brigham reviewed, on the Commission’s premises, the highly confidential Staff report and the redacted individual survey responses filed in this consolidated proceeding
.  Mr. Brigham took notes from his review and indicated that he intended to remove his notes from the Commission’s premises.  

6. On March 22, 2005 (at approximately 2:00 p.m.), Staff made an oral motion requesting the ALJ to decide, on an emergency basis, whether anyone was permitted to take notes of Highly Confidential Information and to remove those notes from Commission premises.  The ALJ immediately and personally directed Mr. Brigham not to leave the Commission’s premises with his notes
 and then contacted Qwest’s counsel for a response to the Staff’s oral motion.  

7. A one-hour emergency hearing was held the afternoon of March 22, 2005.
  At the hearing the ALJ heard argument from counsel for Staff and for Qwest and also heard from Messrs. Brigham and Klug concerning factual issues.  

8. At the conclusion of the hearing (approximately 4:45 p.m.), the ALJ made an oral ruling on the initial emergency matter and on a closely-related issue which arose during the course of the hearing.  This Order memorializes that oral ruling.  

9. On March 23, 2004 (no later than 9:30 a.m.), the ALJ personally spoke with counsel for Staff and for Qwest and informed each of them that her oral ruling was stayed and that the stay would be in effect for three business days from the date on which a written order issued.  This Order memorializes that stay and, for the reasons discussed below, extends the stay to and including close of business on March 31, 2005.  

10. There are two issues addressed in this Order:  First, who (if anyone) may receive a copy of the individual provider survey responses filed in Docket No. 04M-435T (the investigation proceeding) and in this consolidated proceeding; and, assuming someone is allowed to receive a copy, may the information be redacted?  Second, with respect to the Staff-created report on the survey responses, may a duly-authorized person with access to the highly confidential report take notes and take remove those notes from the Commission’s premises?  Each of these is discussed below.  

A.
ACCESS TO SURVEY RESULTS   

11. The ALJ turns first to the issue of who (if anyone) may have access to the individual survey responses and, assuming access is permitted, whether the responses may be redacted.  The ALJ finds that designated counsel and outside experts who participated in the investigation proceeding and who signed the Highly Confidential Non-Disclosure Agreement found in Attachment C to Decision No. C04-0984 entered in Docket No. 04M-435T (435T Protective Order) and who are designated counsel and outside experts in this consolidated proceeding and who have signed the Highly Confidential Non-Disclosure Agreement in this consolidated proceeding may have access to -- and should be sent a copy of -- the individual survey responses in their entirety (thus, unredacted) and subject to the conditions established in the 435T Protective Order.  The ALJ reaches this result after reviewing the history of investigation proceeding, the history of this consolidated proceeding, and the language of Commission decisions pertaining to treatment of Highly Confidential Information.  

12. To collect data on the state of competition in Colorado’s telecommunications market, the Commission opened Docket No. 04M-435T (the investigation proceeding).  Decision No. C04-0984 (Sept. 1, 2004).  Broadly, that docket was to serve as the repository for data collected from individual telecommunications providers.  The Commission appended a survey document to Decision No. C04-0984 and ordered providers to respond to the survey.  

13. Appended to Decision No. C04-0984 was the 435T Protective Order, which contained several provisions relevant to this issue:  first, it required specific treatment of Highly Confidential Information;
 second, it permitted a properly-designated person who signed a Highly Confidential Non-Disclosure Agreement to have access to the Highly Confidential Information; and, third, it stated:  

Copies of Highly Confidential Information may be provided to the in-house attorneys, outside counsel and outside experts.  The in-house experts who have signed and [sic] Exhibit “A” may inspect[,] review, and make notes from the in-house attorney’s copies of Highly Confidential Information.  

Persons authorized to review the Highly Confidential Information will maintain the documents and any notes reflecting their contents in a secure location to which only designated counsel and experts have access.  No additional copies will be made, except for use during hearings.  

Id. at 2 (emphasis supplied).
  

14. From the plain language, the ALJ determines that, in the investigation proceeding, designated in-house and outside counsel and designated outside experts who signed the Highly Confidential Non-Disclosure Agreement could receive copies of Highly Confidential Information, including the individual survey responses.  If the situation were otherwise, the provision allowing in-house experts to review and to make notes from the in-house counsel’s copy of the information would be nonsensical.  This right to receive the Highly Confidential Information is permissive, not mandatory.  To the ALJ this implies that one must ask for the data, which will be provided upon request.  

The ALJ also determines that, in the investigation proceeding, designated counsel and outside experts who signed the Highly Confidential Non-Disclosure Agreement could 

15. receive unredacted copies of Highly Confidential Information.  This determination is based on the absence of any limitation on the information which those designated persons might receive.  

16. Further, the ALJ finds that designated in-house experts who signed the Highly Confidential Non-Disclosure Agreement could use, and make notes from, their counsel’s copy of the Highly Confidential (and unredacted) Information.  This determination is based on the plain language of the 435T Protective Order.  

17. The ALJ finds this to be a reasonable process which comports with the usual practice of providing counsel for parties with copies of all information filed in a docket.  The difference being that, in this case, there are extraordinary protections afforded the data because the data are extraordinarily sensitive.  One of these protections is that the data are not sent automatically to those who have signed the Highly Confidential Non-Disclosure Agreement; rather, counsel and outside experts (presumably through counsel for the participant by whom the expert is retained) must request the data before they can receive them.  

In Decision No. C04-1445 (Dec. 9, 2004), the Commission directed Staff to file the individual survey responses in the Commission’s files of the investigation proceeding and discussed the report which Staff was to write and to file in that proceeding.
  The purpose of the report was to provide information based on the individual survey responses.  The Decision focused primarily on the difference in content between the public Staff report (which would contain “no revenue or line count information by provider for each wire center”) and the highly confidential Staff report (which would “contain confidential and highly confidential wire center revenue and line count information as Staff believe[d] is pertinent”).  Id. at ¶ 4.  The Commission 

18. stated that, based on filings the Commission received, “[g]enerally, parties had no objection to the proposed format of the report, as long as information submitted on a confidential basis remains confidential pursuant to Commission orders in this docket [i.e., the 435T Protective Order] and the Commission’s rules on the submission of information under seal.”  Id. at ¶ 3 (emphasis supplied).  This Decision did not change the 435T Protective Order.  

19. In accordance with Commission direction, Staff prepared two reports (one public and one highly confidential) which summarized the individual survey responses.  In Decision No. C05-0027 (Jan. 7, 2005), the Commission stated and provided as follows:  The highly confidential Staff report provided to the Commissioners  

contains information that could be damaging to providers if released, and is available to parties who have signed a Highly Confidential Non-Disclosure Agreement (Attachment C of Decision No. C04-0984) and who present this agreement along with appropriate identification to the personnel in the PUC Information Center.  

Id. at ¶ 4.
  This Decision also closed the investigation proceeding.  Id. at ¶ 5.
  

20. As pertinent here, Decision No. C05-0027 does not address whether one may take notes of the highly confidential Staff report and remove those notes from the Commission’s premises.
  Although that Decision does not expressly forbid removal of the highly confidential Staff report from the Commission’s premises (as, for example, by making an electronic copy of the entire report), the ALJ understands that that Decision does prohibit such removal.  See Decision No. C05-0197 (Feb. 15, 2005).  

21. As noted above, Qwest filed its deregulation application in October 2004.  With that application Qwest filed a motion for protective order, which the Commission granted in Decision No. C04-1295 (Nov. 5, 2004).  Appended to that decision as Attachment A is a Supplemental Protective Order which pertains to Highly Confidential Information (411T Protective Order) and which is, for all practical purposes, identical to the 435T Protective Order.
  All the terms and restrictions applicable to Highly Confidential Information in the investigation proceeding also apply to Highly Confidential Information in the deregulation application docket.
  See discussion in ¶ 13, supra.  

22. For the reasons discussed in ¶¶ 14-16, supra, the ALJ determines that, in this consolidated proceeding and absent a Commission Order limiting access, the 411T Protective Order permits designated counsel and outside experts who have signed the Highly Confidential Non-Disclosure Agreement to receive unredacted copies of Highly Confidential Information and permits designated in-house experts to use, and to make notes from, their counsel’s copy of the Highly Confidential (and unredacted) Information.  The ALJ finds this to be a reasonable process which comports with the usual practice of providing counsel for parties with copies of all information filed in a docket; the difference being that, in this case, there are extraordinary protections afforded the data because the data are extraordinarily sensitive.  One of these protections is that the data are not sent automatically to those who have signed the Highly Confidential Non-Disclosure Agreement; rather, counsel and outside experts (presumably through counsel for the party by whom the expert is retained) must request the data before they can receive them.  

23. On January 27, 2005, Qwest filed in this consolidated proceeding a Motion to Modify Protective Order Governing Highly Confidential Information and to Take Administrative Notice of all Matters in the Commission’s Files in Docket No. 04M-435T.  In Decision No. C05-0197 (Feb. 15, 2005), the Commission granted the motion to take administrative notice, stating:  

We now take administrative notice of all matters in the Commission’s files concerning Docket No. 04M-435T.  As pointed out by Qwest, that docket, which required that Colorado telecommunications providers respond to a survey on competition in Colorado, was created with this deregulatory docket in mind.  The information was provided to the Commission with the understanding that it would be used to help the Commission determine the merits of Qwest’s Application in Docket No. 04A-411T (this docket).  This administrative notice is intended to in effect move all of the information in 04M-435T to this docket.  

Id. at ¶ 2.  

24. Based on this Commission action, the ALJ finds that the Highly Confidential Information (i.e., the individual survey results) came into the consolidated proceeding subject to the provisions of the 435T Protective Order.  The ALJ also finds that the highly confidential Staff report came into the consolidated proceeding subject to the 435T Protective Order as modified by the restrictions found in Decision No. C05-0027.  

25. Decision No. C05-0197 also tabled Qwest’s Motion to Modify Protective Order Governing Highly Confidential Information and directed Qwest to provide additional service of that motion.  Of interest here is the following:  

In its motion [filed in Docket No. 04M-435T] to amend the [435T Protective Order] governing highly confidential information, Qwest asked the Commission to allow for removal of highly confidential information from the Commission’s premises which currently is forbidden.  We construe that request to be applicable in this docket as well.  

Id. at ¶ 4 (emphasis supplied).
  

26. Finally, the Commission denied Qwest’s motion to amend the 435T Protective Order “because we believe that any changes to the protective order can be made in [the consolidated proceeding] given that all the information relating to Docket No. 04M-435T has been moved into [the consolidated proceeding] through administrative notice.”  Id. at note 1; see also Decision No. C05-0196 (Feb. 15, 2005), entered in Docket No. 04M-435T.  

27. On February 18, 2005, as relevant here, Qwest filed an Amended Motion to Modify Protective Order (Qwest Amended Motion), which the ALJ has reviewed.  As pertinent to this Order, Qwest appended to that filing an Attachment 1 which contained proposed changes to the 411T Protective Order.  The proposed changes included establishing a new category of Highly Confidential Information called “Competitive Survey Information,” comprised of the highly confidential Staff report and the individual survey responses.  

Competitive local exchange carriers (CLECs) which had submitted individual survey responses objected to Qwest’s proposed change to the 411T Protective Order.  The ALJ has reviewed that filing.  With respect to the addition of “Competitive Survey Information,” the CLECs urged the Commission not to permit removal of either the individual survey results or the 

28. highly confidential Staff report from the Commission’s premises.  They cited no Commission decision in their response.  

29. By Decision No. C05-0268 (March 4, 2005), the Commission partially granted the Qwest Amended Motion and expanded the number and types of persons who might have access to Highly Confidential Information.  In denying Qwest’s request to change the 411T Protective Order to include “Competitive Survey Information” and to allow removal of those data from the Commission’s premises, the Commission stated:  

We will not allow removal of the information from the Commission’s premises or the other changes requested by Qwest.  Parties have submitted highly confidential information in … Docket No. 04M-435T and in this [consolidated proceeding] with the understanding that the information would not be removed from the Commission’s offices, and that it would be handled in a certain manner.  We believe that changing these provisions of the protective order will discourage parties from being forthright with potential [sic] crucial information in future dockets.  

Id. at ¶ 4.  

30. The Commission then goes on to state that  

[s]upport staff and the “reasonable number” of in-house experts who are authorized to have access to the highly confidential information must still inspect, review, and make notes from the in-house attorney’s copies of the highly confidential information.  

Id. at ¶ 5.  

The discussion in Decision C05-0268 at ¶ 5 can only be a reference to the language of the 411T Protective Order which, as discussed above, permits counsel and outside experts who have signed Highly Confidential Non-Disclosure Agreement to obtain (upon 

31. request) copies of the unredacted Highly Confidential Information.
  Also as discussed above, the Commission has placed special restrictions only on access to the highly confidential Staff report.  

32. For these reasons, the ALJ determines that counsel and outside experts who signed the 435T Protective Order and who have signed the 411T Protective Order may have obtain, upon request, the unredacted individual survey results.  The Highly Confidential Information must be treated in accordance with the provisions of the protective orders.  

33. For these reasons, the ALJ determines that the highly confidential Staff report is available to persons who meet the requirements established in Decision No. C05-0027 at ¶ 4 and that the report may be viewed only on the premises of the Commission.  

B.
TAKING NOTES AND REMOVING THEM FROM PUC PREMISES   

34. The ALJ turns now to the issue of whether, with respect to the highly confidential Staff report, a duly-authorized person who has signed the 435T Protective Order and the 411T Protective Order may take notes and may remove those notes from the Commission’s premises.  The ALJ finds that such a duly-authorized person may take notes and may remove those notes provided (a) the notes are maintained in accordance with the 435T Protective Order and the 411T Protective Order (which are, as discussed above, identical in all relevant particulars) and (b) the first page of the notes contains the following information:  name of the person taking the notes, date on which the notes were taken, and the statement “notes taken from highly confidential Staff report” (or words to that effect) and (c) each page clearly states at the top or bottom:  “Highly Confidential Information.”  

35. The ALJ makes this determination based on several considerations.  

36. First, there is no express prohibition against taking notes based on review of the highly confidential Staff report, and the two Protective Orders contain explicit provisions for the protection of notes.  The ALJ discerns no reason to forbid making notes of the highly confidential Staff report, and taking those notes away from the Commission’s premises, when one can make and use notes of all other Highly Confidential Information, including the individual survey responses on which the highly confidential Staff report is based.  

37. Second, there is the matter of fairness.  In its answer testimony Staff discusses and relies upon the highly confidential Staff report.  It is reasonable to assume that one or more parties may wish to file testimony (either rebuttal or cross-answer) addressing that testimony and the report.  To respond to that testimony a party should not be required to rely upon memory because reliance on memory introduces the chance that a faulty memory will result in a faulty analysis.  Allowing notes to be taken and to be removed from the Commission’s premises brings some balance to a situation which slightly disfavors parties other than Staff.
  

38. Third, allowing notes to be taken and to be removed from the Commission’s premises may also help with the evidentiary record in this consolidated proceeding.  By eliminating the memory aspect and allowing a person to rely on her notes, the resulting testimony about the highly confidential Staff report should reflect the content of the report more accurately and should help to sharpen the testimony responding to Staff’s answer testimony.  

39. For these reasons, the ALJ determines that a duly-authorized person who complies with the requirements of Decision No. C05-0027 at ¶ 4 may take notes of the highly confidential Staff report and may remove those notes from the Commission’s premises provided the conditions specified in ¶ 34 above are met.  

C.
STAY  
40. The ALJ realizes that this Order addresses issues which are of the utmost importance in this consolidated proceeding and which may impact the willingness of entities to provide commercially-sensitive information to the Commission in the future.  In addition, as discussed above, there are areas of uncertainty about the meaning of some Commission Decisions.  As a result, and to provide time for interested parties to seek Commission review
 or for the Commission sua sponte to take up the questions resolved here or both, the ALJ will stay this Order.
  

41. The ALJ understands that the Commission will hold a regularly-scheduled Commissioners Weekly Meeting on March 30, 2005.  Thus, the stay will extend to and including close of business on March 31, 2005.  

42. To provide the parties an opportunity to seek Commission review, the Order will be served electronically and by hard copy.  

43. Mr. Brigham was permitted to remove his notes from the Commission’s premises on March 22, 2005.  With respect to those notes, the terms of this Order are not stayed.  As a result, Mr. Brigham must identify and maintain his notes in accordance with the terms of this Order.  

44. As to any notes made after close of business on March 22, 2005, those notes may not be removed from the Commission’s premises until the stay is lifted by the terms of this Order or until further Order of the Commission.  The ALJ informed counsel for Qwest and counsel for Staff of this restrictions by telephone on March 23, 2005.  

II.  order  
A. It Is Ordered That:  
1. Consistent with the discussion above, counsel and outside experts who signed the Supplemental Protective Order in Docket No. 04M-435T and who have signed the Supplemental Protective Order in Docket No. 04-411T may have obtain, upon request, the unredacted individual survey results.  Highly Confidential Information must be treated in accordance with the provisions of the referenced protective orders.  

2. Consistent with the discussion above, a duly-authorized person who signed the Supplemental Protective Order in Docket No. 04M-435T and who have signed the Supplemental Protective Order in Docket No. 04-411T may take notes of the highly confidential Staff report filed in this consolidated proceeding and may remove those notes from the Commission’s premises provided (a) the notes are maintained in accordance with the Supplemental Protective Order in Docket No. 04M-435T and the Supplemental Protective Order in Docket No. 04-411T and (b) the first page of the notes contains the following information:  name of the person taking the notes, date on which the notes were taken, and the statement “notes taken from highly confidential Staff report” (or words to that effect) and (c) each page clearly states at the top or bottom:  “Highly Confidential Information.”  

3. With the exception of the notes taken by Mr. Brigham on March 22, 2005 and discussed above, this Order is stayed through and including close of business on March 31, 2005.  

4. No notes of the highly confidential Staff report or of the Highly Confidential Information may be removed from the Commission’s premises until the stay is lifted by the terms of this Order or until further Order of the Commission.  

5.
This Order shall be served electronically and by hard copy.  


6.
This Order is effective immediately.  

	(S E A L)
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Doug Dean, 
Director
	THE PUBLIC UTILITIES COMMISSION
OF THE STATE OF COLORADO


MANA L. JENNINGS-FADER
________________________________

Administrative Law Judge


__________________________
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�  There is no question that Mr. Brigham is a duly-authorized individual who may review Highly Confidential Information.  


�  He did not leave the premises until the ALJ ruled orally on the emergency motion.  


�  No court reporter was present.  


�  Data are marked as Highly Confidential Information if the submitter “determines in good faith that it would be competitively disadvantaged by the disclosure of such information to its competitors.”  435T Protective Order at 1.  The specifics of the treatment to be accorded Highly Confidential Information are found throughout that protective order.  


�  Insofar as the ALJ can determine, the provisions of the 435T Protective Order were not modified.  


�  The Decision references a North Carolina report as the format to be used.  The ALJ has no specific information about that format.  


�  It is important to note here that the underlying individual survey responses, already subject to the 435T Protective Order, are not discussed in this Decision.  From this the ALJ concludes that the Commission and the submitting parties were satisfied with the provisions of that Protective Order and were content to allow that Protective Order to function as written.  


�  The Commission reopened the docket for the limited purpose of receiving a revised Staff report and then closed the docket again.  Decision No. C05-0259 (March 8, 2005).  


�  This is the issue originally presented for emergency resolution.  


�  The only difference is a change in referenced docket numbers.  


�  Consolidation of the declaratory order docket and the deregulation application docket means that the 411T Protective Order is applicable to all Highly Confidential Information in this consolidated proceeding.  


�  The emphasized statement in Decision No. C05-0197 at ¶ 4 is ambiguous.  The ALJ has been unable to find any earlier Commission decision which prohibits removing Highly Confidential Information -- other than the highly confidential Staff report (see Decision No. C05-0027 entered in the investigation proceeding and discussed above) -- from the Commission’s premises.  In addition, no party at the March 22, 2005 hearing identified any earlier Commission Decision (other than Decision No. C05-0027) which specifically addressed removing Highly Confidential Information from the Commission’s premises.  Finally, review of the referenced Qwest motion filed in Docket No. 04M-435T reveals that the motion sought a change to the Decision No. C05-0027 requirements attached to review of the highly confidential Staff report filed in Docket No. 04M-435T.  As a result, the ALJ concludes that the emphasized language in Decision No. C05-0197 at ¶ 4 refers only to the highly confidential Staff report filed in Docket No. 04M-435T and does not have broader application.  This result is consistent with the record in the investigation proceeding and the record in the consolidated proceeding.  


�  If in-house counsel does not have a copy of the Highly Confidential Information, the requirement that in-house experts “must” use that copy is meaningless.  Moreover, as discussed above, this provision has been in the 435T Protective Agreement since the beginning of the investigation proceeding and in the 411T Protective Agreement since the inception of the deregulation application docket.  Allowing the unredacted individual survey responses to be removed from the Commission’s premises should not change anyone’s expectation or understanding.  


�  Staff apparently has access to the highly confidential Staff report without the restrictions imposed on other parties.  Of course, all parties other than Staff are placed in the same position vis-à-vis access to the highly confidential Staff report.  


�  Because the ALJ issues this Order in her capacity as motions judge, immediate review by the Commission can be accomplished by filing a motion for Commission review.  In the ALJ’s opinion, there is no need to wait until the end of the proceeding to seek review; indeed, such an approach is counter-intuitive because it would prevent the Commission’s addressing issues which have been delegated to the ALJ for decision.  


�  As noted above, a stay has been in effect since March 23, 2004.  
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